The EverLink® DFW

Dispatched Firewall

EverLink Dispatched Firewall (EverLink DFW) is one of Anyware Technology Inc’s
network security solutions. It uses a double-filtering technology to protect
computers from outside-and-inside-the-network attacks. EverLink DFW not only
effectively protects network servers and personal PCs from common outside-the-
network attacks such as port scanning, sync-flood and ping attacks, but also
protects the computers from inside-the-network attacks by malicious programs
such as Trojan horses and network worms. It can prevent both known and
unknown malicious programs from attacking your network and automatically
update the block list. DFW also provides an easy-to-use network security platform
for any enterprise with centralized security management. It works as effectively on
laptops that are conntected to an ISP, as it works on any corporate LAN connected
desktops.
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Main Functions

A. Firewall
Double Filtering Structure
* Prevents Outside-the-Network Attacks
 Packet-filtering
« Stateful filtering

 Prevents Sync-Flood attacks
* Intrusion detection Real-time network monitoring

* Network-Worm filtering
 Blocks known network worms
 Detects unknown network worms and
updates the block list

User- or administrator-defined security policy

« Detects port scans Comprehensive network activity logs

« Prevents ping attacks
* Prevents Inside-the-Network Attacks B. Centralized Security Management Server
« Trojan Horse filtering * PKl-based authentication for both users and
« Blocks known Trojan horses security policy
« Detects unknown Trojan horses and updates » Policy transmission through SSL channel
the block list
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Product Features

Centralized security management

Secure policy distribution

Protects both Ethernet and Modem connections

Intuitive GUI (Graphical User Interface)

Works on MS Windows® platforms (Win98, ME, 2000, NT)

On-line upgrade EverLink DWW
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